glacier

THINK WORLD CLASS by Sanlam

POPIA Explained — Part 8

By Lize de la Harpe, legal adviser

In the last edition we recapped on the eight conditions for the lawful processing of personal
information and discussed Security safeguards in detail.

In this edition we will move on to the last condition, namely Data subject participation.
Let's recap

As explained previously, POPIA requires the responsible party to process personal information
lawfully and in a manner that does not infringe on the privacy of data subjects.

In order for such processing to be “lawful” it must comply with the conditions as set out in the act.
Section 4 of POPI lists eight conditions for the lawful processing of personal information, namely:

Accountability (as referred to in section 8);

Processing Limitation (as referred to in sections 9 to 12);
Purpose specification (as referred to in sections 13 and 14)
Further processing limitation (as referred to in section 15);
Information quality (as referred to in section 16);

Openness (as referred to in sections 17 and 18);

Security safeguards (as referred to in sections 19 to 22); and
Data subject participation (as referred to in sections 23 to 25).
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Let's look at Condition 8, namely Data subject participation, in more detail.
Data subject participation — sections 23 to 25

Access to personal information — section 23
Data subjects have the right to:

a. ask aresponsible party (*free of charge!) whether or not it holds personal information about
them; and



* request the record or a description of his/her personal information (*subject to a fee as
disclosed upfront!) including details of all third parties which have or had access to the
information.

Important to remember: a responsible party must ensure that it has established the identity of the
data subject prior to providing the information requested (put differently, only data subjects or
their authorised representatives may have access to their personal information). Responsible

parties must answer such a request for access within a reasonable time. (*PS: although the act does
not state the time period within which to reply, a reasonable time would typically be within 30 days after the

request, unless unreasonable in the circumstances).

Section 23(2) states that when a responsible party provides the data subject with the requested
information, the responsible party must inform the data subject of his/her right to request
the correction thereof (as specified in section 24 which is discussed below).

There are however certain circumstances where a responsible party may refuse to disclose the
information requested. Section 23(4) states that a responsible party may or must refuse (as the
case may be) to disclose any information requested to which the grounds for refusal** of access
to records as set out in Chapter 4 of Parts 2 and 3 of the Promotion of Access to Information Act,
2000 (“PAIA") apply.

**Fyi: the grounds for refusal aslisted in PAIA include instances where disclosure would involve the
unreasonabl e disclosure of personal information about a third party (or it would constitute an action for
breach of a duty of confidence owed to a third party in terms of an agreement), where the record is subject

to legal privilege or contains trade secrets or confidential information of the responsible party or a third
party and where refusal would be in the public interest.

Correction of personal information — section 24
A data subject may request (in the prescribed manner) a responsible party to:

a. correct or delete personal information about the data subject that is inaccurate, irrelevant,
excessive, out of date, incomplete, misleading or obtained unlawfully; or

® destroy or delete a record of personal information which the responsible party is no longer
authorised to keep in terms of section 14 the Act (*PSwe will come back to section 14 and the
retention of recordsin a later edition!).

Upon receipt of such a request, a responsible party must as soon as reasonably practical:

a. correct or destroy the information, as the case may be;

b. notify the data subject of the actions taken as a result of the request and provide evidence in
support thereof or notify the data subject if the responsible party refuses to make the
correction;

c. where the responsible party is unable to agree to the data subject’s request, and where the



data subject so requests, flag the information as having been challenged.

If a correction of personal information will have an impact on decisions which have been or will be
taken in respect of the data subject, the responsible party must, if reasonably practicable, inform
all third parties to whom the information has previously been disclosed of the change (*

for example, a fund administrator informing the retirement fund in question of incorrect beneficiaries).

A responsible party does not have to inform third parties if it is impossible to trace the parties
since the responsible party no longer has the information required for this or when it would involve
a disproportionate effort on the responsible party’s part.

Manner of access — section 25

The provisions of sections 18 (form of requests for accessing records held by public bodies) and
53 (form of requests for accessing records held by private bodies) of PAIA apply to requests made
in terms of section 23 of POPIA (as discussed above).

Conclusion

We have now covered the last Condition, namely Data subject participation — in the next edition we
will move on to the concept of Consent and discuss it in more detail.
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